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Abstract

This article presents techniques used to ensure the security of data in a PDF file: setting a password
(both for opening and modifying the document), encryption using digital certificates and Adobe
LiveCycle Rights Management, an advanced tool which centralizes user access rights on a dedicated
server. Digital IDs (based on user’s digital certificates) are essential elements in securing PDF
documents, applying digital signature and certification. Provided by a Certification Authority, the
digital certificate contains the user’s public key used to sign a product (document, e-mail, VBA script
or a complex application) and distribute on Internet. Finally is presented the concept of Digital Rights
Management (DRM), a technique for protecting the copyright of various types of information (mainly
multimedia, documents and e-books).
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