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Abstract

With the advent of complex techniques, tactics and procedures used by the adversaries, Security
Operations Center are starting to become obsolete. This paper changes the focal point to an advanced
model that leverages intelligence to understand and anticipate threats targeting the organization. One
of the most important aspects of this model is represented by this ability of anticipating threats before
turning into incidents and moreover it highlights the proactive vs. reactive approach towards
cybersecurity. Using this format, in the following pages the authors intended to build a comparison
between a Security Operations Center and Security Intelligence Center by analyzing the impact of
and steps needed for such a transition to both processes and people. Needless to say, it is critical to
dedicate numerous and valuable resources to the automation aspect of such a migration. In this way
management will enable the analysts and engineers to separate from routine activities, allowing them
to focus on performing threat hunting against the intelligence gathered. As the enterprise oriented
tools from various vendors are intended to work for everyone but are optimized for no one, the authors
highlight the importance of deploying custom tools supported by knowledgeable engineering teams.
Based on the authors’ research one of the initial steps and perhaps one of the most effective projects
on this matter would be the implementation of a honeypot environment for obtaining tailored 1oCs.
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