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Abstract 

The cost of failures within communication networks is significant. The communication networks – 

and the Internet in particular – are still vulnerable to malicious attacks, human mistakes such as 

misconfigurations, and a range of environmental challenges. In the first part of this paper the concept 

of resilience is defined and analyzed; its significance in different fields is comparatively analyzed. 

The main goal of this paper is to quantify via analytical models and simulation experiments the 

damage that a successful attacker can have on the performance of a communication network In 

particular, the paper is focused on studying resilience of ad hoc network. Consequently, the DoS 

attacks are analysed in order to assess the damage that difficult-to-detect attackers can cause. Our 

methodology is to study DoS resilience via a new and general class of protocol compliant denial-of-

service attacks, which we refer to as JellyFish (JF). The JellyFish target closed-loop flows that are 

responsive to network conditions such as delay and loss. In addition to the JF attack, the Black Hole 

attack is studied, too. 
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